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Examples of hybrid threats on European critical infrastructure
* Privately owned critical infrastructure increasingly targeted in inter-state global conflicts.

Jan 2022: Norway — Svalbard Satellite Services, SvalSat cable cut &

Nov 2021: Norway — Lofoten-Vesterélen data cable cut

Apr/Aug 2024: Norway — Sabotage of airbase cables

Sep 2024: Finland — Sabotage of optic cables
Oct 2023: Sweden/Estonia — Telecom cable cut Jun/Jul 2024: Finland — Sabotage of cell tower
May 2024: Sweden — Sabotage of water treatment pl Jun/Jul 2024: Finland — Several break-ins in water treatment facilities
May 2024: Baltic Sea/Sweden — Telecom cable cuts Oct 2023: Finland/Estonia — BalticConnector sabotage
Oct 2023: Sweden/Estonia — Telecom cable cut / Oct 2023: Finland/Estonia — Telecom cable cut
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Oct. 2022: UK/Scotland — Data cable cut R
Nov 2024: Baltic Sea — Two undersea cables damaged

&/ Aug 2023: Poland — “Radio hack” disrupted Poland’s railwav system
% Jun 2024: Poland — Exposures of sabotage groups
‘ Apr 2024: Czechia — Interference with rail networks

Sep 2022: Nord Stream sabotage

Jan 2024: Germany — Sabotage of LNG pipeline

Jul 2024: Germany — Sabotage of cables disables rail traffic

Apr 2024: Germany — Sabotage of electricity pylon

Jul 2024: Germany — Explosion at German chemical plant?

Aug 2024: Germany — Sabotage of the water supply at two military bases

Jun 2024: Czechia — Arson attack at bus depot

Feb 2022: Germany — Cyberattacks on wind-energy
companies + Viasat's KA-SAT satellite affect wind turbines

Oct/Dec 2022: Germany — Sabotage of data cable cuts disables rail traffi

Since 2022: Ukraine — Hybrid warfare

Apr 2022: France/Paris — Internet cable cuts

Jan 2023: France — Sabotage of electrical cables disables rail traffic

Jul 2024: France — Sabotage of signal substations and cables disables rail trgffic

Jul 2024: France — Sabotage of fiber optic network affects Telecom services

Source: Hybrid COE, ESRB formatting.

Notes: Open-source intelligence. Attribution often not possible.

Activity ranges from covert espionage to destruction in war. www.ecb.europa.eu ©



https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.reuters.com%2Fworld%2Feurope%2Frail-northern-germany-standstill-due-technical-issue-2022-10-08%2F&data=05%7C01%7CRagnar.ingibergsson%40hybridcoe.fi%7Cd2f11dafd44442b7d0a308daf1b5a6a1%7C820b4721f50d4859851891bce3a0dc62%7C0%7C0%7C638088059743036202%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=0xLbLyDPljpmOSUmhxQLMUuN0ypDQSl%2FbiHK5LnsT7g%3D&reserved=0
https://www.cleanenergywire.org/news/suspected-sabotage-regional-german-lng-pipeline-might-cause-million-euro-damage-report
https://www.dw.com/en/germany-sabotage-case-launched-against-tesla-protesters/a-68467844
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.reuters.com%2Fworld%2Feurope%2Frail-northern-germany-standstill-due-technical-issue-2022-10-08%2F&data=05%7C01%7CRagnar.ingibergsson%40hybridcoe.fi%7Cd2f11dafd44442b7d0a308daf1b5a6a1%7C820b4721f50d4859851891bce3a0dc62%7C0%7C0%7C638088059743036202%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=0xLbLyDPljpmOSUmhxQLMUuN0ypDQSl%2FbiHK5LnsT7g%3D&reserved=0
https://www.france24.com/en/france/20240729-far-left-extremists-likely-behind-france-rail-sabotage-minister-says
https://www.thelocal.de/20240804/far-left-suspected-of-german-rail-sabotage-as-restrictions-continue
https://www.barrons.com/news/fire-at-germany-s-basf-plant-leaves-14-injured-e1c4b582
https://www.politico.eu/article/water-supply-sabotage-military-bases-germany-nato-cologne-geilenkirchen/
https://thebarentsobserver.com/en/security/2024/09/military-experts-suspect-sabotage-andoya
https://www.cleanenergywire.org/news/suspected-sabotage-regional-german-lng-pipeline-might-cause-million-euro-damage-report
https://www.iltalehti.fi/ulkomaat/a/4403c6bf-41ce-42b9-a2cc-b759d5d4aaa4
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fthebarentsobserver.com%2Fen%2Fsecurity%2F2022%2F02%2Funknown-human-activity-behind-svalbard-cable-disruption&data=05%7C01%7CRagnar.ingibergsson%40hybridcoe.fi%7Cd2f11dafd44442b7d0a308daf1b5a6a1%7C820b4721f50d4859851891bce3a0dc62%7C0%7C0%7C638088059743036202%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=IZ%2BYJlm5zzVvIjEpnfHuV3f4tpImHpA8bT7Y8EH2fT8%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.wired.co.uk%2Farticle%2Ffrance-paris-internet-cable-cuts-attack&data=05%7C01%7CRagnar.ingibergsson%40hybridcoe.fi%7Cd2f11dafd44442b7d0a308daf1b5a6a1%7C820b4721f50d4859851891bce3a0dc62%7C0%7C0%7C638088059743036202%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=B5uKSzbLz3aVTmIhwfT3ue7f%2F%2B5E4WFrI5XDu6tu%2BH4%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.newsinenglish.no%2F2021%2F11%2F07%2Fsurveillance-cables-mysteriously-cut%2F&data=05%7C01%7CRagnar.ingibergsson%40hybridcoe.fi%7Cd2f11dafd44442b7d0a308daf1b5a6a1%7C820b4721f50d4859851891bce3a0dc62%7C0%7C0%7C638088059743036202%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=svg%2BOgH7y1Wa%2F7zp54xhVTgCRfD9Q7rEY3zwnuABAig%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.reuters.com%2Fworld%2Feurope%2Ftraces-explosives-found-nord-stream-pipelines-sweden-says-2022-11-18%2F&data=05%7C01%7CRagnar.ingibergsson%40hybridcoe.fi%7Cd2f11dafd44442b7d0a308daf1b5a6a1%7C820b4721f50d4859851891bce3a0dc62%7C0%7C0%7C638088059743036202%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=%2B6o9UPlH0dlLajWwIfnP8bZb7tLEUuTHsbMBMEboea0%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.reuters.com%2Fworld%2Feurope%2Frail-northern-germany-standstill-due-technical-issue-2022-10-08%2F&data=05%7C01%7CRagnar.ingibergsson%40hybridcoe.fi%7Cd2f11dafd44442b7d0a308daf1b5a6a1%7C820b4721f50d4859851891bce3a0dc62%7C0%7C0%7C638088059743036202%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=0xLbLyDPljpmOSUmhxQLMUuN0ypDQSl%2FbiHK5LnsT7g%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.reuters.com%2Fworld%2Feurope%2Frail-northern-germany-standstill-due-technical-issue-2022-10-08%2F&data=05%7C01%7CRagnar.ingibergsson%40hybridcoe.fi%7Cd2f11dafd44442b7d0a308daf1b5a6a1%7C820b4721f50d4859851891bce3a0dc62%7C0%7C0%7C638088059743036202%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=0xLbLyDPljpmOSUmhxQLMUuN0ypDQSl%2FbiHK5LnsT7g%3D&reserved=0
https://www.technologyreview.com/2022/05/10/1051973/russia-hack-viasat-satellite-ukraine-invasion/
https://news.viasat.com/blog/corporate/ka-sat-network-cyber-attack-overview
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ispreview.co.uk%2Findex.php%2F2022%2F10%2Fbroadband-disrupted-to-shetland-after-subsea-fibre-cables-break.html&data=05%7C01%7CRagnar.ingibergsson%40hybridcoe.fi%7Cd2f11dafd44442b7d0a308daf1b5a6a1%7C820b4721f50d4859851891bce3a0dc62%7C0%7C0%7C638088059743036202%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=KX9O05I8Gl7CBquhA1sLCzL4fBY1pvoq0N5bKsXxvzI%3D&reserved=0
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Agenda

Vilka beredskapsrisker Fl ser i den finansiella sektorn
Hur Fl arbetar med motstandskraft och beredskap

Hur vi uppnar en god civil beredskap

Sakerhetsskydd i finansiell sektor
Beredskapsarbetet 2024
Vad hander 20257

Avslutning

Linda Lofgren
Linda Lofgren

Linda Lofgren

Halszka Onoszko
Vardges Khndirian
Vardges Khndirian

Linda Lofgren
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Operativa risker

- externa pafrestningar
* inre pafrestningar

* stold av information.




Tva centrala risker




Okad osakerhet
och oro i var
omvarld
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Kritisk verksamhet
koncentrerad

till ett fatal
underleverantorer
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Beredskapsarbetet |
den finansiella sektorn

» samhallsviktig verksamhet

* risk- och sarbarhetsbedémning
* lagesbildsrapportering

» samverkan

* beredskapskrav.
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Uppratthalla
samhallsviktiga
funktioner

 FI har tillsyn dver finansiella foretag

» finansiella foretag ska folja reglerna.
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Militart och civilt
forsvar -

centralt for
sakerhetsskydds-
lagstiftningens
skyddsomrade
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Forutsattningar:

Ett valfungerande
sakerhetsskydds-
arbete

 arbeta med sakerhetsskyddsanalysen
 organisation som har ansvar

 del I den Iopande verksamheten.
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Finansiella
foretag behover

bidra till det
civila forsvaret
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Fokus 2024

* bedbmning av hot, risker och
sarbarheter

 underlag for det nationella
beredskapsarbetet

- fokus pa hojd beredskap och krig.




Samhallsviktig verksamhet

* betalning
* inlaning

« utlaning

» forsakring

* kapitalmarknad.




Analys

* hot, risker och sarbarheter
- formagebeddmning

- identifierat behov av atgarder.




Atgarder

- Oversikt av atgarder
- skapa struktur och forutsattningar
- informationsinsamling och analys
- samverkan och 6vning

- specifika atgarder for 2025.







¢ finansiella foretag som

d S tillhandahaller

en |" lering a\_/ : totalforsvarsviktiga tjanster
tgtalfo rsvarsvi ktl g a e samarbeta narmare de viktigaste
fo retag foretagen

e rikta beredskapskrav.




Ratt att stalla
beredskapskrav

krav for hojd beredskap och krig

tacka gapet i sektorns
beredskapsstruktur

starka sektorns
beredskapsformaga.



e tillsyn som grundpelare |

Forstarkt tillsyn av beredskapsarbetet
IKT-risker och e kartlaggning for helhetsbild
sakerhetss kydd e Dora stéller hogre krav pa alla —

aven 0ss.




Tillgang till finansiella
tjanster vid hojd
beredskap och krig

utreda alternativa leveranssatt
for finansiella tjanster

service- och trygghetspunkter

samarbete med sektorn, MSB
och Lansstyrelsen Stockholm.



e andra sektorers krav pa
finansiella tjanster under hojd

Kartlaggning av andra beredskap
SEktO Fers kraV e FoOrsvarsmaktens krav

e viktigt underlag for var sektors
planering och arbete.




Atgarder 2025

identifiering av
totalforsvarsviktiga foretag

ratt att stalla beredskapskrav

forstarkt tillsyn av
IKT-risker och sakerhetsskydd

tillgang till finansiella tjanster vid
hojd beredskap och krig

kartlaggning av andra sektorers
Krav.
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Tack for | dag!
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