FI-FORUM

FI-forum: Dora-regelverket

(Del 2)

6 november 2024
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Agenda

09.00-09.10 Inledning och statusuppdatering
09.10-09.20 Rapportering enligt Dora

09.20-09.50 Andra paketet av tekniska standarder
09.50-10.10 Inskickade fragor

10.10-10.15 Avslutning



Dora-regelverket

Pagaende utveckling

6 november 2024
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Finansinspektionens
forberedelser

* Arbete pa EU-niva
- Ovning informationsregister
 FOreskrifter

 Urvalsprocess for TLPT-tester







Rapportering av informationsregister

- Rapportering fran och med 2025

 Vidarerapportering fran Fl till de
europeiska tillsynsmyndigheterna

« FoOrseningar med ITS:en




Rapportering av allvarliga IKT-relaterade incidenter

« Handelsestyrd rapportering fran och
den 17 januari 2025

 Vidarerapportering fran Fl till de
europeiska tillsynsmyndigheterna
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Andra paketet av tkis




Tekniska standarder publicerade sommaren 2024

 RTS and ITS on the content, format, templates and timelines for reporting major ICT-
related incidents and significant cyber threats

« Guidelines on the estimation of aggregated costs/losses caused by major ICT-related
Incidents

* RTS specifying elements related to threat led penetration tests (TLPT)
* RTS on subcontracting ICT services supporting critical or important functions
* RTS on the harmonization of conditions enabling the conduct of the oversight activities

* RTS specifying the criteria for determining the composition of the joint examination team
(JET)

 Joint Guidelines on oversight cooperation and information exchange between the ESAs
and the competent authorities
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RTS and ITS on the content,
format, templates and
timelines for reporting major

‘ ~ 4 @M CT-related incidents and
_‘ significant cyber threats




RTS and ITS on the content, format, templates and timelines for reporting
major ICT-related incidents and significant cyber threats
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« Tidslinjer och rapporteringsinnehall

« Frivillig rapportering av betydande
cyberhot

« Proportionalitet
- Aggregerad rapportering

« Aterkommande incidenter




Guidelines on the estimation
of aggregated costs/losses
caused by major ICT-related
Incidents



Guidelines on the estimation of aggregated costs/losses caused by major
ICT-related incidents

- Totala arliga kostnader av allvarliga
IKT-relaterade incidenter

 Referensar

- BOr lasas ihop med dvriga tekniska
standarder om incidentrapportering




threat led penetration tests

(TLPT)
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RTS specifying elements related to threat led penetration tests

« Kriterier for att identifiera de finansiella
entiteter som ar skyldiga att genomfdra
TLPT

« Testmetod
* Process for testning

- Krav och standarder f6r anvandning av
Interna testare

- Samarbete och 6msesidigt erkdnnande
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RTS to specify the elements which a financial entity needs to determine and assess
when subcontracting ICT services supporting critical or important functions

» Due diligence och riskbedomning

« Beskrivning och villkor som galler for
underentreprenad

 Villkor for underentreprenad kopplad till
underentreprenadskedjan

- Materiella forandringar

« Uppsagning av kontraktsméassiga
arrangemang
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RTS on the
harmonization of
conditions enabling the
conduct of the
oversight activities



RTS on the harmonization of conditions enabling the conduct of the oversight
activities

« Anstkan om frivillig begaran om att bli
klassificerad som kritisk

 Information fran kritiska IKT-
tredjepartsleverantorer till ledande
tillsynsmyndighet

- Behdriga myndigheters beddmning




RTS specifying the criteria
for determining the
composition of the joint
examination team (JET)




Joint Guidelines on
oversight cooperation and
iInformation exchange

between the ESAs and the
competent authorities
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Joint Guidelines on oversight cooperation and information exchange between the
ESAs and the competent authorities

« Klassificering av tredjepartsleverantorer
av IKT-tjanster som kritiska

« Grundlaggande tillsynsverksamhet

« Uppfdljning av rekommendationerna




""_"‘vwh
R .

—

.

T e T i o it e A S A ————

£ s p——————




Tack for idag!




Har hittar du Finansinspektionen

Kontakt

finansinspektionen@fi.se
08-408 980 00

FOlj oss pa

X.com/finansinsp
Youtube.com/finansinspektionen
Linkedin.com/company/finansinspektionen
Facebook.com/finansinsp

Instagram.com/finansinsp/



FI-FORUM
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